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Abstract
This engineering document outlines the plans and procedures for the implementation of a
network systems upgrade for Suburban Remodeling Company. The proposed system is a
Windows Server 2003 and Windows XP based client-server network with consideration for
office networking, printing, and remote connectivity. This document will serve to detail the
steps necessary for the implementation of the new system, as well as underscore certain

maintenance needs for the new system.



Table of Contents

Implementation of a Client-Server Based Network SysStem ..........ccceevvieiiienieiiiienieeieeieeieeeee 4
INELOAUCTION ...ttt sttt et e et e bt e et e sbeesabeenbeeneee 4
The CUITENt SYSTEIM .....eeiiiiiiieciieiie ettt ettt ettt ettt et e sebeeseeenbeesbeesaseensaennseas 4
The Proposed SYStEIM......ccccuiiiiiiieeiiieciie ettt e et e e e e e e e e e e e ebaeesnseeesnneeas 5
PrOJECT OVEIVIEW ...vviiiiieiiieeiie ettt ettt ettt ettt e et e st e eteesateesbeeesbeenbeeesseenseassseenseesnseenseannns 8
Existing Hardware and Equipment ANalysiS........cccceeviuieeiiieeiiieeiieeiee e 8
Service NEedS ANALYSIS.....ccuieiiieriiiiieiieeiiesee ettt ete et e et e ebeesbeebeesebeeseessneenseesasaans 8
Equipment Needs analySiS. ......ccuiiiciiieiiiieeiie ettt e e e e e e e e eaaeas 8
MIGEAtiON PIAN .....eioiiiiiiciee et ettt ettt aae e eeee 9
Project Procedures - Installation and Configuration.............cccceeevveeeiiieeniieeniie e 10
Server Installation and cONfIGUIAtION. ...........cciiiiiiiiiiiieie e 10
POSt-INSTALLAtION. ...ttt ettt ettt e 1
Domain Controller SELUP ........eevuiiiiieie ettt ettt e b e e seaeeeteesaee e 1
Client Setup Within the DOmain...........ccccuiiiiiiieiiie et eree e saee e 6
Activate WIndows Server 2003 ........co.ioiiiiiiiiieeieetenieee ettt ettt 10

| B TeTe) 1 ) 1 RS PR 12
Configure Per-Server LICENSING .......cccocvuieiieriieiieeieeiee ettt eite et sieeeveeseee e snee e 12
Setup License LOZZING .....ccovviiiiiieeiieeciiieeie et ette et e steeesevaeeaaeeeaaeesssaeessseeesaseeennes 14

RUn WIndows UpPdate ........coeiieiiiiiiiiieeieeieeete ettt ettt e entaesaaa e 15
Configure Automatic UPdAte..........eeviuiiiiiiiieiiiieeiie et este ettt e e e et eeaaeesaaeeenaeas 17
ADOUL SUS L.ttt sttt b ettt sh ettt e s bt et et sae e b eaten 18
INStAll MBSA ..ottt et et e st e bttt e bt e e b e beeeneens 19
Using MBSA (INOVE thiS) ....eeviiiiiiiiieiiieiieeie ettt ettt et e e seaeebeesebeeneees 20
Network and Hardware installation ...........coceoiiiiiiiiiiiiieieeee e 23
DSL Configuration (according to ISP specifications) ...........ccceeeueevieenieisiieniieeiiesieeieesee 23
How to set the administrative login for Cayman CIassic router ............cccceervveeveenereennens 23

|0 0111 1<) O SRS RRRPPR 24
Scanner Installation and Configuration .............ccceecieeieerieniiieiieeie e e 30
USETS AN GTOUPS ...vtientieeiiteiie ettt ettt et e ettt e st e et e e s aeeeabeeeaeeenbeesaeeenseesaeeenbeasseesnseesnseans 33
CrEAtING GTOUPS ..veeuveeiieerieriieeteesteeteestteeteesteeeseessteesseeseeesseesseessseeseessseesseessseenseessseenseensns 33
AAING USETS ...ttt ettt sttt ettt sbe et sbe bt et ebeenaeeatenaeens 34
Deploying VPN SEIVEIS.....cccciiiiiiiiiieiiieiiieieeeie et ste et e setesteesaeeeseeseaeeseessseenseessaesnsaessseans 36
(07071161 10 S 0 s USRS 43
APPENAIX A = RESOUICES ...ueeviieiiieeiiieiieeiteeiie ettt e et e seteeteesebeesteessseesaeesseeseessseesssesssaesssessseensens 44
Canon Technical SUPPOTL.......coiuiiiiiiiieie ettt 44
SBC Technical SUPPOTLL.....cccuieruiiiiieiiieiieciie ettt ettt ettt e ereesaeeebeeseaeebeessaeensaessseenseennns 44
Microsoft Technical SUPPOTT ......cooiiiiiiiiieiee ettt 44

RETEIEIICES .ot e e e e e et e e e e e e e e e e e e e e eseee e et aa e aaaaeeeeereesannaaaseeeaeee 45



Implementation of a Client-Server Based Network System

Introduction

The following proposal regards the networked information system of Suburban Remodeling
Company.'

Suburban Remodeling is a general contracting company which specializes in roofing, siding,
and gutter remodeling construction in the suburbs of Chicago. Suburban Remodeling has grown
significantly over the years, and is now considering upgrading their current information system.

The first phase of this upgrade has included the development of an information system
database for the tracking of business information such as customer contact information, project
information, and subcontractor information. The user application interface to this database is an
on-going project. However, in order to effectively use the database, and to also resolve other
issues regarding the current information system, a architectural upgrade of the current network
system is proposed.

The Current System

The existing networked information system for Suburban Remodeling Company is shown in
Figure 1.

The current LAN configuration of Suburban Remodeling uses Windows workgroups with a
primary file server running Windows XP and a print server running Windows ME. The
following devices are included:

(1) Windows XP station acting as both the primary server and as a user workstation
(1) Windows XP user workstation

(1) Windows ME station acting as both print server and user workstation

(1) Windows 98 SE user workstation

(1) Flatbed scanner attached to the XP server

(1) HP printer

Office connectivity to the internet is via DSL.
Remote and mobile devices include:
(2) Mobile user laptops running Windows XP for employees in project management and
estimating roles

(1) Remote workstation for use by personnel in the workshop
(1) Remote XP workstation for use by the estimator

! The name of the company and all proprietary information have been changed to protect the company’s business
interests.
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Figure 1. The Existing Networked Information System at
Suburban Remodeling Company

A number of outstanding issues with this network affect current business processes and need to

be addressed. These issues include:

e The lack of consistency of platforms

e No security policies in place

e No provisions for remote connectivity. Currently email provides the only means of

remote communication.
e Dated status of some platforms and software.

e Lack of any documentation regarding the network topology, configuration, or
administrative policies and procedures.

The Proposed System

The proposed system, which is the subject of this document, is a client-server based network

utilizing Windows Server 2003 with Windows XP clients as shown in Figure 2.

The proposal of the current project is to implement an upgraded network that addresses

these issues. The new network will include the following equipment:

e  Windows 2003 Server
e  Windows XP User Workstations
e Windows XP Remote and Mobile Workstations



e Scanner
e Printer
e Devices needed for connectivity. Currently, the continued use of DSL is assumed.

The network design and implementation documentation will address the following:

performance
security
networking services
expansion
durability

fault tolerance
printing

topologies

remote access
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Figure 2. The Proposed Networked Information System

The following equipment will be needed for the proposed upgrade:



(1) Windows 2003 Server including monitor
(1) Windows XP workstation including monitor

The following existing equipment is expected to be migrated to the new system:

(2) Office based user workstations
(2) Remote user workstations

(2) Mobile user laptops

(1) HP LaserJet printer

(1) Flatbed scanner



Project Overview

Existing Hardware and Equipment Analysis

Much of the existing equipment will be migrated to the new system. Such equipment which
will be retained in the upgrade include the following:

¢ Windows 2003 Server

e Windows XP User Workstations

¢ Windows XP Remote and Mobile Workstations

e Scanner

e Printer

e Devices needed for connectivity. Currently, the continued use of DSL is assumed

Service Needs Analysis

A number of service needs for Suburban Remodeling have been addressed in the design of
the upgraded system. These service needs include the following:

e performance

e security

e networking services
e expansion

e durability

o fault tolerance

e printing

e topologies

e remote access

Equipment needs analysis.

e Windows 2003 Server including monitor
e Windows XP workstation including monitor
o The following existing equipment is expected to be migrated to the new system:
= Office based user workstations
= Remote user workstations
= Mobile user laptops
= HP LaserJet printer
= Flatbed scanner



Migration Plan

Since the current Suburban Remodeling system will be in use throughout the installation of
the upgraded system, a migration plan is needed to ensure a smooth upgrade. Migration to the
new system will occur through the following steps:

A

Install Server (see server installation and configuration section)
Network existing XP workstations

Migrate served resources from current file server to new server
Setup printing from new server

Install new XP workstations

Migrate user data from Windows 98 and Windows ME workstations



Project Procedures - Installation and Configuration

The following procedures are required:

o Install server

o Install workstations

o Perform post-installation procedures

e Perform administrative and configuration procedures

Server Installation and configuration.

10

The following installation procedure is taken from Donald (2003) pages 17 through 19. The

post-installation procedures in the following section should be followed after the installation of

Windows Server 2003.

Installing Windows Server 2003:

Nk =

10.
11.
12.
13.
14.
15.

Boot from the installation CD

Press Enter when prompted to start setup

Accept the licensing agreement

Select the existing partition to install Windows on

After the system reboots, Windows installation will automatically resume

Select local language and keyboard settings

Enter “Suburban Remodeling Company” as the organization and enter other related
information

Enter the product key from the CD cover.

Select Per Server Licensing (see the Licensing section below for more information)
Specify the computer name, Serverl, and the administrative password.

Skip modem installation

Set the date and time and time zone settings

Select typical network settings

Indicate domain networking as the networking method

After another reboot, Windows Server 2003 will start. Press Ctrl+Alt+Delete and enter
the administrative password to login.



Post-installation

Domain Controller Setup

Configuration of the server as the domain controller is shown in Table 1. For more
information about domain controller setup, see Donald (2003) pages 29-31.

@& 'Etartl = ) Run... Select

e Start
— Run
e 2l « Type depromo
e Select OK
= Type the name of a program, folder, document, or
7 Internet resource, and Windows will open it For vou.
Open: =]
(0] I Cancel | Browse. ., |
Active Directory Installation Wizard | Select NeXt

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directory services on this
server, making the server a domain controller,

If thig iz the first time you have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue, click Mext.

< Back Cancel




Active Directory Installation Wizard |

Operating System Compatibility /
Improved zecurity zettings in‘windows Server 2003 affect older versions of

indows.

Domain controllers minning Windows Server 2003 implement security settings that
require clients and ather servers to communicate with those domain contrallers in a mare
IECUTE Way.

The following older versions of Windows cannot meet the new requirements:
o ‘Windows 95
® Windows NT 4.0 5P3 or earlier

By default, computers running those versions of \Windows will not be able ta log on with
a domain controller running *Windows Server 2003 or access domain resources.

Far more information, see Compatibility Help.

Cancel |

Select Next

Active Directory Installation Wizard x|

Configure TCP/P y
“r'ou must configure the TCP/AP networking protocal.

The wizard haz detected that there are no valid IP addresses assigned to any of the
network. adapters for this computer.

Please verify that the netwark. cable is connected, and that a DHCP server is available
of the computer is configured to use a static IP address, then click Mext.

#ew help for confiqunng TEPAR

< Back I Mest > I Cancel |

Select Next

Active Directory Installation Wizard |

Create Mew Domain /
Select which type of domain to create.

Create a nes

omair in & new fare:

Select thiz option if this iz the first domain in your arganization or if you want the new
domain ta be completely independent of your current forest,

' Child damain in an existing domain tree

If you want the new domain to be a child of an existing domain, select thiz option.
For example, pou could create a new domain named
headquarters. example. microzoft. com as a child domain of the domain

example. micrazoft. com.

" Domain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. Thig will create a new domain tree that iz separate from any existing trees.

< Back I Mest > I Cancel

e Select Domain in new forest
e Select Next




Active Directory Installation Wizard |

Type SUBURBAN.local for the

[ ]
New Domain Name . " full DNS name for the new
Specify a name far the new domain.
domain
Type the full DMS name for the new domain Y Select Next
[for example: headquarters. example. microzoft. com).
Full DNS name for new domair:
SUBLIRBAN local
< Back I Mest > I Cancel |
] . Type SUBURBAN for the
MetBl05 Domain Mame / :
Specify a MetBIOS name for the news domain. % Domaln NetBIOS name
e Select Next
Thiz iz the name that users of earlier versions of Windows will use ta identify the new
domain. Click Mext to accept the name shown, or type a new name.
Domain MetBIOS name:
< Back I Mest > I Cancel |
] . Accept the defaults
e Select Next

Database and Log Folders /
Specify the folders to contain the Active Directory databaze and log files.

For best performance and recoverability, store the database and the log on separate
hard disks.

‘where do pou want to store the Active Directory databaze?

D atabase folder:

Browsze... |

‘Where do you want to store the Active Directory log?

Log folder:

CAwWINDOWSYNTDS Browsze... |

< Back I Mest > I Cancel




Active Directory Installation Wizard |

Shared System Yolume /
Specify the folder to be shared as the system valume.

The SYSWVOL folder stores the server's copy of the domain's public files. The contents
of the 5Y'SWOL falder are replicated ta all domain controllers in the damain.

The Sv5Y0L folder must be located on an NTFS wolume.
Enter a location for the S75Y0L folder.

Ider locatiol

Browsze... |

< Back I Mest > I Cancel |

Accept the default folder
location
Select Next

Active Directory Installation Wizard x|

DMS Registration Diagnostics y
Werify DMNS support, or install DNS on this computer.

Diagnostic Results -

The registration diagnostic has been run 1 time.

The DMS zone authoritative for the domain SUBURBAN . local cannaot be updated
becausze it iz the DNS root zone. Domain contrallers will not send dynamic updates
to the DMS root zone. IF you want to uge thiz domain name, select ‘Install and
configure the DMS gerver on this computer’ below and create a delegation for the
new DMS zone SUBURBAM. local from the root zone to this DNS server.

For more information, including steps to correct this problem, see Help. _I
-

" | have comected the problem. Perform the DNS diagnostic test again.

% Install and configure the DNS server on this computer, and set this computer to use
this DNS server as its prefened DNS server.

| will correct the problem later by configuiing DNS manually. [Advanced)

< Back I Mest > I Cancel |

Select “Install and configure the
DNS server ....”
Select Next

Active Directory Installation Wizard |

Permissions /
Select default permissions for user and group objects.

Some server programs, such as Windows MT Remate Access Service, read information
stored on domain contrallers.
" Pemmissions compatible with prewindows 2000 server operating systems

Select thiz option if you rn server programs on pre-windows 2000 server operating
zpstems or on Windows 2000 or Windows Server 2003 operating systems that are
members of prewindows 2000 domains.

@ Anonymous ugers can read information on this domain.

Pemizzions compatible anly with Windows 2000 ar Windows Server 2003
inperating systems
Select thiz aption if pou run server programs only on ‘windows 2000 or ‘Windows
Server 2003 operating systems that are members of Active Directory domaing, Only
authenticated users can read information on this domain.

< Back I Mest > I Cancel

Select “Permissions compatible
only with Windows 2000 ....”
Select Next




Active Directory Installation Wizard |

Directory Services Restore Mode Administrator Password /
Thiz pazsword iz used when you start the computer in Directory Services Restare
Mode.

Type and confirm the pazsword you want ba azzign to the Administrator account uzed
when this server iz started in Directory Services Restore Mode.

The restore mode Administratar account iz different from the domain Administrator
account. The passwords for the accounts might be different, =0 be sure ta remember

bath.
Festore Mode Password: Iuouooo
LConfirm password: |"0"000|

For more information about Directony Services Restore Mode, see Active Directory Help.

< Back I Mest > I Cancel |

e Type in the administrative
password
o Select Next

Active Directory Installation Wizard x|

Summary y
Feview and confirm the options you selected.

You chose to:

Configure thiz server as the first domain controller in a new forest of domain trees.
The new domain name is SUBLRBAN. local. This is also the name of the new
=]

The MetBIOS name of the domain is SUBLRBAN

forest.

D atabase folder: C:AWINDOWSANTDS
Log file folder: C:WWwINDOWSSNTDS
SSWOL folder: C:AWwWINDOWSASYSVOL

The DMS zervice will be installed and configured on thiz computer. This computer
will be configured to uze this DNS server as ite prefemed DMS zerver.

To change an option, click Back. To begin the operation, click Mext.

< Back I Mest > I Cancel |

Select Next

e Directory Installation Wizard |

Completing the Active Directory
Installation Wizard

wetive Directory iz now ingtalled on thiz computer for the ;I
domain SUBURBAMN. local.

Thiz domain controller iz assigned to the site
Default-First-Site-Marme. Sites are managed with the
Wetive Directory Sitex and Services adminiztrative tool.

To close this wizard, click Finish.

< Back I Firish I Carze

Select Finish




The Configuration will complete

The wizard iz configuring Active Directory. This process can take several minutes or
conziderably longer, depending on the options you have selected.

4

Creating the System Yolume C:AWINDOWSASYSWVOL

Cahcel |

Table 1. Domain Controller Setup

Client Setup Within the Domain

Installing user XP machines within the domain is demonstrated below in Table 2. For more
information on installing XP clients in the domain, see Donald (2003) pages 34-35.

:I,'. ctart |:> g’ My Computer Select

o Start
— My Computer
2y Compurer Hl=] | Select View system information

Fie Edt View Favortes Tools Help o

Qe - @ - F | POsearch [ rolders | T~

fddress | 1 My Camputer v BYco | torton antivirus 5 -

| Hard Disk Drives
System Tasks

View siystem mfur%tmn w Local Disk (C

2 Add or remove prok-ams

[ Change a setting
Devices with Removable Storage

Other Places
. 3% Flappy (A ¢ _ DWDYCD-R Drive (D:)
& My Mebwork Places =

() My Dacuments

3 Control Panel g Removable Disk (E:)

Details Network Drives

My Computer

System Folder o
i CPIUsers on 'Server0l’ (H:) ﬁ CPIData on ‘Server01' (1:)

CPIClents on 'Serverdl’ (3:)




System Restore Automatic Updates Remote
General Camputer Mame Hardware Advanced

;'. windows uses the following information to identify wour computer
W on the network.
Computer description: ‘Warkskationl

For example: "'Kitchen Computer'' or "Mary's
Computer”,

Full computer name: WORKSTATION], Suburban. local

D omair: Suburban, local

To use the Netwark |dentific ation \Wizard to jain & Metwark 10
domain and create a local user account, click Metwork

ID.

To rename this computer or join a domain, click Change.

Ok ] [ Cancel

Metwork Identification Wizard

Welcome to the Network
Identification Wizard

This wizard helps you connect vour computer ko a
niebwork,

To continue, click Mext,

Select Network ID

Mext = ][ Cancel

Select Next




Network Identification Wizard

Connecting to the Network
How do wou use this computer?

Select the option that best describes your computer:

(%) This computer is part of a business netwark, and I use it ta connect to other
computers at work

() This computer is far hame use and is nat part of a business network

[ < Back ” ek = ][ Cancel ]

Network Identification Wizard

Connecting to the Network
‘wwhat kind of network do you use?

Select the option that best describes your company network:
(%) My company uses a network with a damain

() My company uses a network without a domain

[ < Back ” Mext = ][ Cancel ]

o Select “This computer is
part of a business network

2

e Select Next

Network Information
Gather domain and account information before you proceed.

To connect your compuker to a Windows network, you need the Following information:
+ User name
+ Password

+ User account domain
‘fou might also need:

+ Compuker name

+ Computer domain

IF ywou do not have this information, contact vour network administrator before
proceeding.

< Back ” Mext = ][ Cancel

e Select “My company uses a
network with a domain”
e Select Next

Network Identification Wizard

Select Next




" Entor the Username

User Account and Domain Information Admlnlstrator and the
A user account gives you access to files and resources on a network, d
passwor
Type your Windows user account and domain information, IF you do not have this hd Enter the domaln name
information, ask your network administratar, SUBURBAN
User name: Administrator ° S eleCt NeXt
Passwiord: oooo.oooo.ool
Ciomain: SUBUREAN
[ < Back ” ek = ] [ Cancel ]

Select “Do not add a user at

User Account @ this time”
‘fou can add a user to this computer,
Select Next

Adding a user to this computer grants the user access to all the resources on this
computer and to all shared resources on the network.,

Type your network user account information, o bype the account information of
another user on your network,

() Add the Following user:

(%) Do not add a user at this time,

< Back ” Mext = ] [ Close

Network Identification Wizand Select Finish

Completing the Network
Identification Wizard

‘fou have successfully completed the Network Identification
Wizard,

‘four computer must be restarted in order for these
changes to take effect,

To close this wizard and restart your computer, click Finish,

[ < Back ” Finish ] [ Close ]

Table 2. Adding XP Clients to the Domain



Activate Windows Server 2003

10

The table below, Table 3, demonstrates the process to activate Windows Server 2003.
Windows Server 2003 should be activated within 14 days of installation. For more information

see pages 35-38 of Donald.

Skart Al Programs — # .. .
M = &V - missing activate screenshot

Select

e Start

— All Programs

— Activate Windows

#, Activate Windows

Let's activate Windows

an over the

To continue

Select

e  “Yes, let’s activate
Windows over the
internet now.”

o Next

Note: Internet connectivity
must be configured for this
option. See the section DSL
Configuration below for
information on configuring
the DSL router for internet
connectivity.
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#, Activate Windows

Register with Microsoft?

linfarmation to

Select

e  “No” to just activate
Windows. Alternately,
Windows may be
registered at the same
time as activation.

o Next

® Activate Windows

Thank Youl

Activation is complete.
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I After activation, the product
Ad d |I Automnatic Updates I Femate I ID is avallable ln the System

Computer Mame I Hardware .
Properties. Make a note of
Syztem:
Microsoft Windows Server 2003 the prOdUCt ID here'
' | Enterprize Edition
L' /l ] The Suburban Siding
< - Reagistered to: Company PrOduCt 1D fOI‘
_I-—.-r_" Scott B. Bradley Serverl is.

Bradley Information Systems
B9763-003-5928461-43022

Computer:

Intel[R] Celeron(R] processor
367 MHz
256 MB of Ra

ak. I Cancel | Lpply |

Table 3. Windows Server Activation
Licensing
The procedures to consider for licensing are:
e Configure licensing
e Setup license logging
Suburban Remodeling will use per server licensing for a single server with multiple clients
configuration. For more information about Windows Server 2003 licensing, see Donald (2003),
pages 39-50.

Configure Per-Server Licensing

The procedure for per-server licensing configuration is illustrated below in Table 4.

a4 Sl:arl:l :> B) Control Panel 3 :> s Licensing Select

e Start
— Control Panel
— Licensing
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[ [ For the product
— Client Licenzing Mode oK \SNllndtOWS Server
I €leC
: e Per Server
Product; e |
¢« OK
¥ Per server. Mumber of concunent connections; |5 Help |
Add Licenzes Remove Licenzes | Replication... |
" Per Device or Per Uzer.
For the product

Chooze the server product, quantity, and license
mode far this license.

Fraoduct; IWin-:Iu:uws Server j
Guantity: I 3:
For Licenze {© Per Device or Per Uzer
Mode:
¥ Per Semver
LComment:

Ok

Cancel

ddil

Help

Windows Server
indicate:
e Quantity: 1
¢« OK

Per Server Licensing

~ Lizenzing

[f wou have not purchased 1 Client Access
Licenses, wou must purchaze the required
licenses prior ta uzing Windows Server on this
computer.

For complete terms and conditions governing
the uze of thiz product, see the applicable
license agreements, which may include thoze
that can be found under Help, and which for
wolume licensing customerz include the
volume licensing product use rights.

| hawve read and agree ta be baund by the
licenze agreements for thiz product.

Caricel

X
_ Concel |

e Agree to the
licensing
e Select OK
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For e produc
— Client Licensing Mode - \SNllndtOWS Server
€leC
Product: IWindDws Server j Sl ° geié Server
[ )

¥ Per zerver. Mumber of concunent connections; IE Help

Bl

Remove Licenzes |

Beplication...

" Per Device or Per Uzer,

Table 4. Licensing Configuration
Setup License Logging

The procedure for configuring license logging is illustrated below in Table 5.

Iﬂﬁtartl = 8 Admiristrative Tools 3 = &y services SGICSC: ;

o a
— Administrative Tools
— Services

e [ =10l Double Click License
Logging.

File  Action Wiew Help

- [EEERBE[2]r & 0 =
% Services (Local)

; Services {Local)

License Logging Mame 7 | Description | Status | ;I
%IPSEC Services Provides e...  Starked

Description: ) %Kerberos Ker Distri...  Ondomain ... Started

Monitors and records clisnt access 5 .

licensing For partions of the operating ; s Logaing IMonitars a...

syskem (such as 115, Terminal Server and % ogical Disk. Manager  Detects an...  Starked

File/Print) as well as products that aren't %Logical Disk Manage... Corfigures...

a part of the ©5, like SQL and Exchange %M T i

Server, If this service is stopped, R AR

licensing will be enforced, but will not be %Microsoft Software ... Manages s...

monitored. %Net Logaon Maintains a... Starked

%NetMeeting Remote... Enables an...

Metwork Conmections  Manages o...  Starked
%Network CDE Provides n...
SNetwark DDE DSDM  Manages D...
%Network Location &... Collects an...  Starked
%NT LM Security Sup... Provides s...

%Performance Logs a... Collects pe... i
£t e - )
4 | 3

Extended A4 Standard 7
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License Logging Properties (Local Computer) 21

General LegOn | Hecoveryl Dependenciesl

Log on as:

eract with desktop

" This account: I Browse... |

Eazsword: I

LEanfirm password: I

You can enable or disable this zervice for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled

Encble | Disable |

QK I Cancel | Apply |

On the Log On tab
e Select Local System
Account

License Logging Propetrties {Local l:omputeﬁl ﬂﬂ

General | Log Dnl Hecoveryl Dependenciesl

Service name: LicenseService

Display name: |License Logging

Monitors and records client access licensing for ;I

Descriptiot: : ;
== b portions of the operating system [such az 115, LI

Fath to executable:
C:AINDOWS A Spstem32ilzsr. exe

Startup type: Automatic

Service status:  Stopped

Sitart | Stap | Pauze Hesume

“You can specify the start parameters that apply when you start the service
fram here.

Start parameters; I

QK I Cancel | Apply |

On the General tab

o Select Startup type:
Automatic

o Select OK

Table 5. License Logging Configuration

Run Windows Update

The procedure for a manual Windows update is illustrated below in Table 6. Later,
automatic update configuration will be covered. For more information about Windows update,

see Donald (2003) pages 51-55.

& Startl :> @) Help and Support:

Select
o Start
— Help and Support




(@ Help and Support Center

Index Favortes History

Bacly

Q.0 .0

g ¢

Forward lome

Help Contents

Welcome

Roadmap to Help and Information
Getting Started
Accessibility for People with

Common Administrative Tasks
Troubleshooting Strategies

Quick Guide for Finding Tools
Administration and Scripting Tools
Software Deployment

client Computers

User and Group Accounts

Security

Active Directory

Network Services

Internet and E-mail Services

isks and Data

Hardware

Printers and Faxes

Availability and Scalability
Application and Development Support
Windows Deployment and Resource
Kits

16

=10l

@ |4

Support  Optians

@ Help and Support Center

Support Tasks

Support
@1 Use support tools such as Remoke Assistance, or take advantage of online
communities ko ask questions and assist others,

windows Update
'b Find service packs, security fixes, and other updates Far this computer and the
computers that you support,

_ Compatible Hardware and Software
H8 Research which hardware and software works best with the Windows Server 2003
Family and related Windows products.

Tools
@9 Lotate tools ke System Information to manags the computsrs, services, and
FesaUrces on Your network.,

s Error and Event Log Messages
Search for details on error messages and event logs.

Top Issues undting...

Select Windows Update

Back

N windows Update

[ Welcoms
[ Pick updates ko install

[ Review and install updates

Other Options

[ View installation history

[ Personalize Windows Lpdate
[ Get help and support

See Also
[ abaut Windows Update

@Help and Support Center

Windows Update

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

&)

Forward Favorites  History

=101 %]

Support  Options

@ Help and Support Cente

PROtt |

Welcome to Windows Update

(1213

Get the latest updates available For your computer's operating PL‘;’?;E
system, software, and hardware, ¥

3 steps to
windows Update scans vour computer and provides you with a !ﬁ'fmg
selection of updates tailored just for you,

your PC is

protected

Scan for updates

Note Windows Update doss not collect any Form of personally identifiable information From
wour computer,
Read our privacy statement

Select Scan for updates.
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ot
' 2 | [

Index Favorites History | Support

=10l

Back Farward Hame

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

windows Update Pick updates to install

[ welcame windows Update has found 15 eritical updates Far your computer,

Pick updates to install
BT S [Ed) Review and nstall updates

[ Critical Updates and Service

Packs (15 Windows Update has also found other updates For your computer, To browse through these
[ windows Server 2003 updates and select the ones you want to install, click a category title in the list.
Family (2)

[ Driver Updates (0)

[ Review and install updates
(15)

Other Options

[ View installation history

[ Personalize Windows Update
[ Get help and support:

See Also

[ About tindows Update

Select Review and install updates.

@il v spport ot
S0 % © @

=181

Back  Foword  Home | Index Faverites History | Support Giptions

@ Help and Support Center

Enterprise Edition

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

Windows Update

[ welcome
[ Pick updates ta instal
[ critical Updates and Service

Total Selected Updates

Review and install your selected updates

Review the list of ikems you have chosen to download and install on your computer. You can
remove any item you dan't wartk,

Packs (15)
[] Windows Server 2003 Install Mow Total: 15 =10 MB
Family (2)

[ Driver Updates (0)

[J Review and install updates (KBE37009)

(15) Downioad size: 287 KB
& security issue has been identified in Microsoft Qutlook Express that could allow an
attacker to read files on your computer, or cause & program ta run, You can help protect
waur computer by installing this update, After you install this item, you may have to restart

your compter. Read more...
Remove |

Cumulative Security Update for Internet Explorer for Windows Server 2003
(KBB32694)

Download size: 288 KB

Identified security issues in Internet Explorer could allow an attacker to compromise a
Windows-based system. For ezample, an attacker could run programs on your computer
while you view a Web page. This affects all computers with Inkernet Explorer installed
(evenif you dont run Internet Explorer as your Web browser), After you install this item,
wou may need ko restart your computer. Read more.

Cumulative Security Update for Dutlook Express for Windows Server 2003 j

Other Dptions

[ view installation history

[ Personalize Windows Lpdate
[ et help and support

See Also

[ About Windows Update

Select Install Now

Table 6. Windows Update

Configure Automatic Update

It is advised that automatic updates be completed routinely during a business downtime, and
to schedule each machines update consecutively rather than simultaneously. This is important
given the sporadic performance of the current DSL service (provided by SBC) and should be
considered in any event when simultaneous updates might tax the bandwidth of the system.
Since the office of Suburban Remodeling generally requires no after-business-hours
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serviceability, daily updates can reasonably be performed. The proposed update schedule

follows:
Node Frequency Time
Server Daily Midnight
XP Client 1 Daily 1:00 a.m.
XP Client 2 Daily 2:00 a.m.
XP Client 3 Daily 3:00 a.m.

Table 7. Automatic Updates Schedule

The automatic update configuration procedure is illustrated below in Table 8:

Fl Select
; Cantral Panel s ,
a4 5tart||:> D’ I e |:> 43 system | Start
— Control Panel
— System

System Properties
General I Computer Mame | Hardware
Advanced Automatic Updates | Rermate

‘Windows can find the updates you need and deliver them
directly to your computer.

¥ Keep my computer up to date. With this setting enabled, Windows
Update zoftware may be automatically updated prior to appling
any other updates.

Learn more about automatic updating

21|
I

- Seftings
Matify me before downloading any updates and notify me again
before installing them on my computer

Download the updates automatically and notify me when they are
ready to be installed

= Automatically download the updates, and install them on the
zchedule that | specify

IEvery Sunday 'l at

Learn more about scheduled installing

1:00 Ak

[reclined Updates |

o]

Cancel |

Apply |

e Select “Automatically download
the updates ....”

e Set the download schedule (see
Table 7above)

e Select OK

Table 8. Automatic Update Configuration

About SUS

Since the primary advantages of SUS are for larger corporate environments, and because the
introduction of SUS creates additional administrative overhead, and a dedicated SUS server
would be required - this service will not be used. See Donald (2003) pp. 55-69 for more

information.
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Download and install the MBSA from www.microsoft.com/mbsa. If IE security warns that
this site is not a trusted site click add and add it to the list of trusted sites. This will then require
re-select the link for download. This approach is preferred to lowering the security level on the
server which will not be used for routine web browsing.

Run MBSA and address any outstanding security issues that are reported.

The procedure for installing MBSA is illustrated below in Table 9.

i MBSA Setup

Welcome to the Microsoft Baseline Security Analyzer
Wersion 1.2

fly

=101 x|

Microsoft Baseline Security Analyzer Setup

It iz strongly recommended that you exit all Windows programs before running this setup program.
Click Cancel to quit the setup program, then close any programs you have running. Click Mest to
continue the installation,

WARMIMG: This program is protected by copyright law and international treaties. Unauthorized
reproduction or distribution of this program, or any partion of it, may result in zevere civil and
criminal penalties, and will be prosecuted to the maximum extent possible under law. Copyright
2002-2004 Microsoft Corporation. All rights reserved.

< Back LCancel |

e Start the MBSA download.

e Select Next

{ MBSA Setup

License Agreement ()]

“Y'ou must agree with the license agreement below to proceed.

Microsoft Baseline Security Analyzer Tool, version 5’
1.2

END-USER LICENSE AGREEMENT FOR MICROSOFT

SOFTWARE

IMPORTAMT-READ CAREFULLY: This Microsoft End-User

License Agreement (“EULA") is a legal agreement between you
{either an individual or a single entity) and Microsoft Corporation
{“Microsoft”) for the Microsoft software identified above, which ~|

o ik Prrirt |
L resment
< Back | Mest > I Lancel |

Accept the license agreement and select
Next.
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{i MBSA Setup

—(Olx
Destination Folder

-
Select a folder where the application will be installed. , []
L

Setup will install the files for Microzoft Baseline Security Analyzer in the following folder.
To inztall into & different folder, click the Browse button, and select another folder. vou
can choose nat to install Microsoft Baseline Security Analyzer by clicking Cancel to exit
setup.

Browse |

Destination Folder
’7 C:\Program Files\Microzoft Bazeline Security Analpzert

Accept the default path and select Next.

< Back LCancel |
250 | Seloct Install
Start Installation i
Click Install to start application installation ".j
Click Install to start application installation. Press Back to review your selections.
< Back LCancel |
i MBSA Setup || | MBSA setup is complete.

Microzoft Baseline Securnity Analyzer Setup
has completed successfully.

| ¢

Table 9. MBSA Installation

Using MBSA (move this)

(Donald, 2003, pp. 70-73) Start scan: after downloading security update information from
Microsoft, MBSA will return a report. A sample is shown. Alternatively, can run from the
command line (Donald, 2003, p. 72) options, pp. 72-73.




21

Using MBSA is illustrated below in Table 10. Table 11, the MBSA key, describes the flags
that might be found in a security report from MBSA.

mﬁtartl :> All Brograms ¥ :> ¥ Microsoft Baseline Security Analkyzer 1,2

Select

e Start

— All Programs

— Microsoft Baseline
Security Analyzer

ne Security Analyzer

m A ft
B Baseline Security A

Microsoft Baseline Security
Analyzer

[ Welcams
[ Pick a computer to scan

[ Pick multiple computers to scan
[ Pick & security repoit to view

[ View & security report

See Also

[ Microsaft Baseline Securty
Analyzer Help

[ About Microsoft Baseline Security
Analyzer

[0 Microsoft Security Web site

Welcome to the Microsoft Baseline Security Analyzer
The Microsoft Baseline Security Analyzer checks computers munning Microsoft

Windows® Server 2003, Windows 3P, Windows 2000, or Windaws MT® 4.0 for common security
misconfigurations. You must have administrator privileges for each computer you want to scan.
Scans can be performed locally and remotely against computers nning Windows Server 2003,

‘windows =P, Windows 2000, and Windows NT 4.0 Note that on computers runhing 'windowes 3P
anhd using simple file sharing. only local scans can be performed,

&) Scan a computer
&) Scan more than one computer

| iew existing security reports

Select Scan a computer

crosoft Baseline Security Analyzer ~ | D}ﬂ

m, oft:
B 'Baseline Security A

Microsoft Baseline Security
Analyzer

[0 Welcome

[ Pick a computer to scan LComputer name:

[ Pick multiple computers ta scan AP e
[ Pick & security report to view

- : Security report name:
[ Wiew a secuty report v iep

See Also

Options:

[ Microsoft Baseline Securiy
Analyzer Help

[ About Microsoft Baseline Security

Analyzer

[ Microsoft Security 'Weh site

gj Start scan

Pick a computer to scan

Specify the computer pou want to scan. You can enter either the computer name or its IP address.

SUBLURBAN\SERWER1 -
=

D% = domain, %C% = computer, 2T = date and time,
=IP address

¥ Check far windows vulnerabilities
[V Check for weak passwords
[V Check for 15 vulnerabilities
[¥ Check for SOL vulnerabilities
[V Check far sty updatss
M Use SUS Server,

Leam more about Scanning Options

c. all rights

e Select Serverl
e Select Start Scan
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Desktop Application Scan Results A portion Of a Sample

security report is shown
here.

Vulnerabilities

x IE Zones Internet Explorer zones do not have secure settings for some users,
What was scanned  Fesult details  How to comect this

IE Enhanced  The use of Interet Explorer iz restncted for non-administrators on thiz
Security TEIVEr,

Corfiguration  ‘what was scanned

far Man-

Adrministrators

Table 10. Running MBSA

cannot be confirmed as
installed.

Security check passed.
No known outstanding
security issues.

o Security updates that

% Greater file version
than expected.

@ Informational

b 4 Security updates

confirmed as missing.

Table 11. MBSA Report Key. Source: Microsoft (2004)
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Network and Hardware installation

DSL Configuration (according to ISP specifications)

The following router configuration information is taken from the SBC web site.

How to set the administrative login for Cayman Classic router

In order to protect yourself from potential security issues, it is important for you to
set Admin and User passwords on your Cayman router.

Access router interface

First, access your Cayman router's interface at http://192.168.1.254 (this should open a
new browser window). This is the default address that was set by Cayman. Once the
router interface appears, go to Setting admin password instructions below. If this does not
bring up a dialogue box or a router interface, your router may have another IP address;
please refer to Determining the Gateway IP address.

If a dialogue box appears asking for a User Name and Password, leave the spaces blank
and click OK. If your router's passwords have not been set, the router interface should
appear in your browser and you can proceed with the Setting admin password
instructions below.

If after clicking OK, the router interface does not appear, your passwords have already
been set. Repeat the steps to access your router interface, but this time when the User
Name and Password fields appear, enter "Admin" for User name and leave password
blank. Press enter or OK to continue and proceed with the Setting admin password
instructions below.

If you do not remember setting your passwords, please follow the instructions for
Resolving incorrect Cayman router password errors. (SBC, 2004).

Cuickstart | Monttor Install Zofterare Eestart Cayman-DEL Helx Click on the 'Expert Mode' link, if present

Cayman-DSL
"Cayman-DSL"

Ethernet (LATT) DEL Port (WAND Expert Mode
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Cruclostart [ Monitor Install Zofterare Eestart Cayman-DEL . Helx Click on 'Passwords'
Cayman-DSL
"Cayman-DSL"
Ethermet (LATT) DSL Port CWAIT Haownce Mode
Passwords Pinhole Endpr SHNE
Passwords

Password levels control wihuch features the User i allowed to configure

L doeun lewel: Full access to configure any paramster
Uzer lewel: Mot allowed to change any parameters

Password Level: | Admin =

[Leave blank if there 13

Old Password: | no old password)

Hew Password: |

Reprat Password: |

Caution: Setimg passwords usmg the web mierface 15 a potential secunty nsl, smee
the password values are sent as clear text. To avoid this nsk, passwords should be set
using the command-hne mierface wa the senal maintenance port

Seve | Home

Under the entry 'Password
Level' select '"Admin’

Enter a new password in the
”New Password” field.

Enter the exact same password
again in the “Repeat
Password” field.

Click on 'Save'

When a new dialogue box
appears, enter “Admin” for the
User Name and enter your
newly selected Admin
password.

Click OK

Click on the Passwords link
Under the entry "Password
Level' select 'User'

Enter a new password in the
”New Password” field.

Enter the exact same password
again in the “Repeat
Password” field.

Click on 'Save'

Click on Restart Cayman-DSL link to restart
router for changes to take effect. (Or you
can unplug your router's power cord and
reconnect it to restart the router.)

Table 12. Setting the Admin Password on the DSL Router.

(Source: SBC Global, 2004)

Printer

The procedure for printer configuration is illustrated below in Table 13.
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| =S

If_'Startl :> = Printers and Faxes :>

e
\,33 ............... rinke

Select

o Start

— Printers and Faxes
— Add Printer

Add Printer Wizard

Welcome to the Add Printer
@ wizard

Thiz wizard helps you install a printer or make printer
connections.

- If you have a Plug and Play printer that uzes USE
y of & hot pluggable port such az IEEE 1394 ar
infrared, you do not need to use thiz wizard. Attach
and turn on your printer, and Windows will install it
for you.

For more information about installing this type of
Plug and Flay printer, zee Printer Help.

To continue, click Nest.

Cancel

Select Next

Add Printer Wizard )

Local or Network Printer
The wizard needs to know which twpe of printer to set up.

Select the option that describes the printer pou want to use:

" Local printer attached to this compuiter

i~ Automatically detect and install my Plug and Play printer

7 A negtwork, printer, or & prinker attached to another computer

' To zet up a network printer that is not attached to a print server,
\() uze the "Local printer option.

< Back I Mext > I Cancel

o Select Local printer attached to
this computer.
e Select Next

Note: when installing on the client
workstations, network printing should
be selected.




26

Add Printer Wizard )

New Printer Detection
Thiz wizard automatically detects and installs new Plug and Play printers.

‘Windows iz searching for new Flug and Play printers to ingtall.

Searching...

< Back | et >

The system will detect the printer

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you install zoftware for:

Hewlett-Packard HP Lazerlet 3100

Z'\.') If your hardware came with an installation CD

i or floppy disk. insert it now.

What do you want the wizard to do?

' Install the software automatically [Recommended)

& {install from a list or specific location [Advanced]

Click Mest to continue.

< Back I Mest > I Cancel

e Choose Install from a list
o Select Next

Found New Hardware Wizard )

h and installati b

Please ch your

& Search for the best diver in these locations |

Usze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

¥ Search removable media (floppy, CO-ROM...)

V' Include this location in the search:
lE:\Documents and Settings\Administrator\Desktop\lij Browse |

" Don't search. | will choose the driver to install.

Choose thiz option to select the device driver from a list. ‘Windows does not guarantee that
the driver you chooze will be the best match for pour hardware.

< Back I Mext > I Cancel

o Specify the location of the printer
driver
o Select Next
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Found New Hardware Wizard

Completing the Found New
Q\ Hardware Wizard
3§

The wizard has finizhed instaling the software for:

), HF Lazerlet 3200 Series PCL

(=

Click Firish to close the wizard.

<Back i Firish ]

Caricel

Select Finish

Found New Hardware Wizard

Please wait while the wizard searches...

5
i \ Hewlett-Packard HP Laser)et 3100

e

Hest >

Caricel

The wizard will search for the printer




28

Select the Folder that contains drivers For your hardware,

= My Computer ;I
3 314 Floppy (A0
e Local Disk (C:)
B FL 13100 P 179,65 (D:)
) NT
\_} CWDolume (E:)
"-_g My Metwork Places
= 1) linksys_driver LI

To wieww any subfolders, dick a plus sign above,

o]

Cancel |

4

Select the folder that contains the
printer driver

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps vou install software for:

Hewlett-Packard HP Laserlet 3100

\) If your hardware came with an installation CD
i or Hoppy disk. insert it now.

wihat do you want the wizard to do?

 Install the software automatically (Fecommended)

% dnstall from a list or specific location [Advancedf

Click Mest to continue.

< Back I Mest > I Cancel

e Select Install from a list
e Select Next
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Found New Hardware Wizard

Select “Don’t search ....”

]
Please ch your h and installati pti ° Select NeXt
" Search for the best driver in these locations.
Usze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.
¥ | Search remoyatle media (Aoppy, CO-REM. .|
¥ | Include this locationinthe seanch
IE:\Documents and Settings\Administrator\Desktop\lij Browse |
& Dot search, | will choose the driver to install;
Choose thiz option to select the device driver from a list. ‘Windows does not guarantee that
the driver you choose will be the best match for your hardware,
< Back I Mext > I Cancel
o Select hardware type: Printers
Harderniedons, o Select Next
Select a hardware type, and then click Mext.
Common hardware types:
:/ Personal identification devices ;I
5 Ports ([COM & LPT)
Frinte
8 Processars
%a# SBP2 IEEE 1394 Devices
€&5051 and RAID cantrallers B
B8 Secunity Accelerators
@ Smart card readers
@ Crind sidan and nama maekllars LI
< Back I Mest > I Cancel |
o Select the correct Manufacturer
Add Printer Wizard and model
e Select Next

dizk. click Have Disk. If your printer is not listed, consult your printer documentation far a

f._ . ; Select the manufacturer and model of pour printer. [F pour printer came with an installation
compatible printer.

M anufacturer |;|
|

Frinters | :I

S AGFA-AccuSet vB2 3

AGFA-AccuSet 800
AGFA-AcouSet B005F w523 LI

‘:.'} AZCA A e O A OOOCC 012 100
Have Disk... |

APS-PS j

5k This driver is digitally signed.
Tell me why driver signing is important

< Back I Mext > I Cancel |
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The driver will install

Please wait while the wizard installs the software. .. .

LY HP Lagerlet 3200 Series PCL
[

< Back | et > | Carze |

Table 13. Printer Installation

Scanner Installation and Configuration

Peripheral installation is generally manufacturer and model specific. The following
procedures have been outlined for the use of the scanner currently owned by Suburban
Remodeling, the Canon Lide 30. It is recommended that the scanner not be installed on the
server, but on a primary workstation where it will be most accessible and will not detract from
the servers’ primary functions. The scanned files, however, may easily be stored on a shared
drive on the server in order to make them accessible to all.

The following procedures for installing the Canon Lide 30 scanner have been gathered from
the Canon web site.

IMPORTANT: With Windows XP/2000, you should log on with an administrator user
name when you install or uninstall software programs.

1. Do not connect the scanner until instructed to do so.

2. With the computer on, place the CanoScan Setup Utility CD-ROM in the drive. The
CanoScan Setup Utility main menu will display.

3. Click [Install the Software]. Read the SOFTWARE USER LICENSE AGREEMENT and
then click [Yes] if you accept the terms. The [Install] window will display.

4. Click [Start Installation]. You will install six software programs and the Scanning Guide
(HTML format manual).

5. The installation procedure will start. Follow the on-screen message prompts and click
[Yes] or [Next] to continue the installation.

6. When the installation is complete, click [Yes]. The computer will restart.

After Windows restarts, remove the CD-ROM from the drive and store it in a safe place.

8. Be sure the scanner is unlocked and then connect the USB cable to the scanner and
computer. (Canon, 2004)

~
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Select Start.

Programs

Canon

CanoScan Toolbox 4.0

CanoScan Toolbox 4.0.

Select the Scan button you wish to
set. If the scanner begins to scan,
click the Cancel button.

M

Choose the desired Scanner settings.

Scan made: Calar [Phatas]

Image guaity: 200 dpi =l

Paper size: | Lettes =l

[ Lise the scanner diver bo make advanced sellings

rﬁ , In the Save scanned image to section
Save scanned image to

' you can set the file name, file type, and

Fie: name: [scan location for scanned files to be saved.

Save a5 bype: [5G =

IC:"«H].P Diacuments\iy Pictuiesh Browae,., I

¥ Put pictures in a sublaldes using today's date

y Lk scanned mages to

II::'-.Proglam FeshAneS ofthPhatoShudio SyPhotostudio, exe

Defaulks

To remove the application link, click
the Link Deletion button (see graphic
below). Confirm deletion of link, if
prompted.

Note: By default, Scan-1 will be set to
ArcSoft PhotoBase and Scan-2 will be
set to ArcSoft PhotoStudio.

To set the Scan button to open a
different application, click the Set...
button. A Select Application dialog box
will appear.
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Browse to the desired program folder
and select the executable file for that
application. Once you have selected the
executable file, click Open.

Be sure the path for your application
appears. Click the Apply button and
then Cancel to close the window.

Table 14. Configuration of the Canon Lide 30 Buttons

For further help, technical support is available directly from Canon. Support contact
information is listed in Appendix A.




Users and Groups

Creating Groups

The procedure for creating new user groups is shown below in Table 15. The following

groups should be created:

o Office

o FieldService
o Sales

e Admistrators

For more information about creating security groups, see Donald (2003), pages 173-176.
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lf,’Startl |:> -Efg &dministrative Toals k |:>

Select

Start

[ ]
— Administrative Tools
@ Active Directory Users and Computers : :
— Active Directory Users
and Computers
£% hctive Directory Users and Computers = ] 5|| ° nght-Cth users
<5 Fle Action  View Window Help | o [=) 5||
coBE R ERE 2 albTEn e Select
[ Active Directary Users and Computer: | SUBURBANIocal 5 objecks
= %?éyea@!fﬁz!.ﬁs“. e Name o= e 1 — New
B SV (Buikin builtinDomain
g i‘::r‘:nutars DComputers Containet Default container For upar... - Group
& Dnm:m@ntm“m (&1Domain Cantr... Orgarizational ... Default container For dam. ..
-2 ForeignsscurityPrincipsis (CdForeignSecuri... Container Default container For secu...
-3 (users Containet Defaulk container For upgr...
Delegate Cortral...
Find...
Computer
all Tasks P Conkact
o e
Mew Window from Here InetOrgPerson
Properties M3MG Queue Alias
TEmm Printer
ik User
Shared Folder
| o

|creats & new object. .
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New Object-Growp x| e Enter the Group name
ﬁ Createin:  SUBURBAN locallsers * SeleCt GlObal SCOp
o Select Group type:
ErOUp name: Securlty

! Sales|

Group name (pre-Windows 20003
l Sales

Group scope —————— | “Group bype
" Domain local % Security
% Global " Distribution
) Universal
oK l Caniel |

Table 15. Creating New User Groups

Adding Users

create users (p. 146)

The procedure for adding new users is illustrated below in Table 16.

JEStartl l:> -:ﬁg Administrative Toaols b |:> Select

o Start

— Administrative Tools

— Active Directory Users and
Computers

@ Active Directory Users and Computers
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4 Active Directory Users and Computers =10l x| ° nght-cllck users
<5 Fle  Action View Window  Help ‘ =& x|
e IR T TR e Select
Active Directory Users and Computers | SUBURBANIocal 5 objects
%DF ved Queries Hare = [ I — New
ELRp SURLRBANIC (ZBuitin builtinDomain
% lzu"m b DComputers Containet Default container For upar. .. - User
@ D::zﬁ‘?:ntm”ers (8 Domain Contr... Organizational ...  Default container for dom...
(1 ForsignsecurityPrincipsls [CFareignSecuri,.. Container Defaulk container For secu...
(Cusers Containet Default container For upar, ..
Delegate Contral. ..
Find
Computer
Contact
Hew Window from Here fg::grqpersm
Properties MSMQ Queus Alias
T
= | e |
Shared Folder
k| | =
|create & new abject... [
—— > . .
New Object -User =] o Enter the user’s information:
o First Name
g Create in:  SUBURBAN localilsers L t
©) ast name
. o Full name
FEirst name: iAdam Initials:
o Logon
Last name: ISmith g
o Select next
Full name: IAdam Smith
Uszer lagon name:
Iasmith | @sUBURBAN local =l
User logon name [pre-wfindows 20007
| sUBURBAN, [asmith
< Back I Mest > I Cancel |
New Object-user S| « Enter a account startup
password
g Create ir: SUBURBAM localiUsers o Select “User must change
ED)
password at next logon
Password: quu
e Select Next
Confirm pazswiord: |uuu|

¥ User must change password at mest logon
™ User cannot change password
[T Password never expires

[~ Account is disabled

< Back I Mest > I Cancel
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New Object -User = Select Finish

g Createin:  SUBURBAN locallsers

‘wihen you click Finigh, the following object will be created:

Full name: &dam Smith _:._j
User logon name: asmithi@SUBURBAN Jocal

The uzer must change the password at next logon.

|

< Back Cancel |

Table 16. Adding New Users

RAS Setup
Configure VPN on the Server

The following procedure is taken from the Microsoft web page, “Virtual Private Networking
with Windows Server 2003: Deploying Remote Access VPNs.” The server must be configured
for remote access Virtual Private Networking to allow for remote user access from remote
workstations and laptops.

Deploying VPN Servers

Deploying the VPN servers for remote access VPN connections consists of the following:

Configure the VPN server's connection to the intranet.
Run the Routing and Remote Access Server Setup Wizard.

Windows Server 2003 includes enhanced support for the clustering of L2TP/IPSec VPN servers.
For more information, see the topic titled "Checklist: Enabling and configuring Network Load
Balancing" in Windows Server 2003 Help and Support.

Configuring the VPN Server's Connection to the Intranet

For each VPN server, configure the connection connected to the intranet with a manual TCP/IP
configuration consisting of IP address, subnet mask, intranet DNS servers, and intranet WINS
servers. Note that you must not configure the default gateway on the intranet connection to

prevent default route conflicts with the default route pointing to the Internet.

Running the Routing and Remote Access Server Setup Wizard
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Run the Routing and Remote Access Server Setup Wizard to configure each Windows
Server 2003 VPN server using the following steps:

1. Click Start, point to Programs, point to Administrative Tools, and then click Routing and Remote
Access.

2. Right-click your server name, and then click Configure and Enable Routing and Remote Access.
Click Next.

3. In Configuration, click Remote access (dial-up or VPN) and then click Next. If you want to use the
VPN server computer as a network address translator (NAT), Web server, or other function, see
Appendix B.

4. In Remote Access, select VPN. If you also want the VPN server to support dial-up remote access
connections, click Dial-up. Click Next.

5. In VPN Connection, click the connection that corresponds to the interface connected to the Internet or
your perimeter network, and then click Next.

6. In IP Address Assignment, click Automatically if the VPN server should use DHCP to obtain IP
addresses for remote access VPN clients. Or, click From a specified range of addresses to use one or
more static ranges of addresses. If any of the static address ranges is an off-subnet address range,
routes must be added to the routing infrastructure in order for the VPN clients to be reachable. When IP
address assignment is complete, click Next.

7. In Managing Multiple Remote Access Servers, if you are using RADIUS for authentication and
authorization, click Yes, set up this server to work with a RADIUS server, and then click Next.

In RADIUS Server Selection, configure the primary (mandatory) and alternate (optional) RADIUS
servers and the shared secret, and then click Next.

8. Click Finish.

9. If prompted, start the Routing and Remote Access service.

Source: Microsoft (2004). Virtual Private Networking with Windows Server 2003:
Deploying Remote Access VPNs

Configure Remote Clients

Configuration for remote XP clients to access the server can be done through the remote is
demonstrated in . For more information on RAS configuration, see Donald (2003) pages 545-
557. The following remote client connection procedure, shown in Table 17, is taken from the
Bulletproof Networks web page, “Configuring Windows XP VPN Connection.”

: E} Cantrol Panel Select
o Start
: — Connect To
. ) Printers and Faxes — Show all connections.

|4 Help and Suppornt
4 (Note: If your Start menu

Search . R
' ‘_"_') = settings are set to Classic View,
All Frograms . ¢ || Ranc. then proceed via Start, Settings,
F5] Log ofi | [G) Shut Down Network Connections.)

4 1 Stant




=

- Select Create a New
& Network Connections .
Connection
File Edit Wew Favorites Tools Advanced
& > ? p ! ! Search e F
Address t‘: Metwork Connections
|| Name
) Dial-up
[ = %
_! Create a new & :
connection 2’ P1 Sydne
) Setup a home or small L P1 Brisbar
~ office network L' PI wollon
i vodafone
g :
PI Sunsh
See Also * e £1
i Metwork _ | LANor Hi
Troubleshooter Tl
= local Are
‘ Y wireless |
o
Other Places = . Local Are
New Connection Wizard Select Next

Welcome to the New Connection
Wizard
This wizard helps you:

* Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

* Set up a home or small office network.

To continue, click Next.

[ MNext |[ Cancel
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New Connection Wizard

Network Connection Type
‘What do you want to do?

() Connect to the Intermet
Connect to the Intemet so you can browse the Web and read email.

a field office. or another location.

() Set up a home or small office network
Connect to an existing home or small office network or set up & new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it

Select “Connect to the
network at my workplace.”
Select Next.

New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace 7

Create the following connection:

() Dial-up connection
Connect using a modem and a regular phone line or an Integrated Services Digital
Network {ISDN) phone line.

(Oh'/

Connect to the netwark using a vittual private network {VPN) connection over the
Intemet.

Select “Virtual Private
Network connection.”
Select Next.

New Connection Wizard

Connection Name
Specify a name for this connection to your workplace,

Type a name for this connection in the following box.
Comparty Mame
My Office Gateway

For example, you could type the name of your workplace or the name of a server you
will connect to.

Name the connection
“Suburban Remodeling”
Select Next.
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New Connection Wizard (] Select “Do not dial the
Public Network @ initial connection”
Windows can make sure the public network is connected first,
e Select Next.

Windows can automatically dial the initial connection to the Intemet or other public
networl, before establishing the virtual connection.

(& Lo not dial the inttial connection
() Automatically dial this initial connection:

< Back ” et = ]l Cancel

o

New Connection Wizard (] Enter the IP address of
VPN Server Selection @ Serverl

What is the name or address of the VPN server?
e Select Next

Type the host name or Intemet Protocol {IP) address of the computer to which you are
connecting.

Host name or IP address for example, microsoft.com or 157.54.0.1 ):

gw mycompany.com au|

< Back ” Next = ]l Cancel

New Connection Wizard (] Select My Use Only
Completing the New Connection o Select Next.

@ Wizard o Select Finish
You have successfully completed the steps needed to

create the following connection:

My Office Gateway
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

To create the connection and close this wizard, click Finish.

< Back ” Finigh ]l Cancel
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User name: i| |

Password: | |

[[] Save this user name and password for the following users:

Select Properties

Type of VPN:

| General || Options | Security | Networking | Advanced

Automatic [v

Automatic

L2TP IPSec VPN

This connection uses the following items:

(oS5 Packet Scheduler

g File and Printer Sharing for Microsoft Metworks
188 Client for Microsoft Networks

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K ][ Cancel

e Select the Networking tab,
e Select PPTP VPN
o Highlight Internet Protocol

(TCP/IP)

e Select Properties
— Advanced
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Ensure the Use default

User name: E)’OUFUSE"TE“'IE |

Password: ioooooooooooo |

[[] Save this user name and password for the following users:

General [DNS | wins | gateway on remote network
This checkbox only applies when you are connected to a local iS NOT Selected
etwork and a dial-up network simult . When checked, dat
Fhat :an::t bae sler-dugnnth:;ca?::h::ﬂiﬁ:?:mard:g to the dial-up 5 L] Select OK, OK, OK, tO get
network.
[(ilse default gateway on remote network: back to the ,ConneCt VPN
to Office window
ok | [ Concel |
e Type in user Login name
and password
e Select Connect

Table 17. Configuring the VPN clients.

Set permissions

Set disk quotas
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Conclusion

The current growth of business at Suburban Remodeling Company demands a much needed
system upgrade. Technical issues regarding the current information system include:

e Inconsistent operating platforms

e Lack of security and security policies

o Lack of remote connectivity provisions.
e Out-dated platforms and software.

e Lack of network documentation.

This upgrade plan addresses these issues by proposing a Windows Server 2003 based networked
system which would provide:

o Consistency of operating systems (Server 2003 server and XP clients)

o Enhanced security through enforced security policies

o Remote connectivity provided through VPN capabilities of Server 2003 RAS

o Up-to-date operating systems, with automated updating procedures for the latest
fixes and enhancements

e This document which outlines the procedures for installing and configuring the
system

Windows Server 2003 is an enterprise capable system, with capabilities well beyond those
outlined in this document. The proposed system will serve the needs of Suburban Remodeling
Company both currently and through the anticipated future growth.
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Appendix A - Resources
Canon Technical Support

Email support address: carecenter@cits.canon.com

Telephone Support:

FREE live technical support for 1 year from date of purchase:
Call 1-800-828-4040, Monday - Friday 8:00 a.m. - 12:00 midnight ET, Saturday 12:00
noon - 8:00 p.m. (excluding holidays)

Technical support for products no longer under warranty:
Call 1-757-413-2848 ($9.99 per call), Monday - Friday 8:00 a.m. - 12:00 midnight ET,
Saturday 12:00 noon - 8:00 p.m. (excluding holidays)

Toll-free TDD Support Line for the Hearing Impaired

1-866-251-3752, available Monday - Friday, 8:00 a.m. - 12:00 midnight ET, Saturday
12:00 noon - 8:00 p.m. (excluding holidays)

(Source: Canon, U.S.A.)
SBC Technical Support
SBC Yahoo! DSL accounts: 1-877-SBC-DSL-5 (1-877-722-3755)
Get technical help for connectivity, billing, email, etc.
SBC Yahoo! Dial accounts: 1-866-SBC-DIAL (1-866-722-3425)
Get technical help for the backup dial account that comes with your DSL service.

Email support: http://help.sbcglobal.net/emailus.php

Chat support: https://www.sbcchat.com/callformsbc.asp

(Source: SBC Global)

Microsoft Technical Support

Microsoft Windows Server 2003 Support Center:
http://support.microsoft.com/default.aspx?scid=th;:EN-US:winsvr2003

(Source Microsoft)


mailto:carecenter@cits.canon.com
http://help.sbcglobal.net/emailus.php
https://www.sbcchat.com/callformsbc.asp
http://support.microsoft.com/default.aspx?scid=fh;EN-US;winsvr2003
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